Employment

Internet access for employees is vital to modern
business, but a potential minefield for misuse and
litigation. Claire S Harrington explains how
companies can strike a balance

2002, carried cut for Personnel Today

and Websense, highlighted the fact that
one quarter of UK companies have dis-
missed employees [or internet misconduct.
This statistic emphasises the need for
employers to have in place appropriate pro-
cedures to monitor, investigate and, if neces-
sary, fairly dismiss employees for
inappropriate use of the internet.

Most companies readily accept the inter-
net has become an indispensable business
tool altowing them to advertise their capa-
bilities, buy and sell services and communi-
cate with a wider customer base than ever
before. However, to remain an atd and not a
distraction, there is a clear need to monitor
and control employees’ internet use. The
dilemma faced by employers is how ro strike
a balance between patrolling use, while con-
finuing to encourage strong and trusting
relationships with staff.
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Monitoring
The number of UK firms making use of spe-

cial monitoring software has increased over
three years from 17 per cent to 45 per cent.
An employer may now control access to cer-
tain sites and tailor restrictions on computer
use to individual employees. Such monitoz-
ing is likely to result in increased employee
productivity and may also prevent the
employer being ‘cyberliable’ in a range of
circumstances.

For example, it is significant that 69 per
cent of the dismissals for internet misuse
were [or employees surfing pornographic
websites. This activity has a range of legal
consequences for employers. An employer
may be held liable for an employee who
downloads and distributes offensive mater-
fal to ancther employee. Such personal
surfing has also been deemed to constitute
sex discrimination. In Morse v Future
Reality Ltd (22 October 1996 Case no
54571/95), the tribural heard male
employees were accessing pornographic
sites and downloading images. The tri-
bunal accepted this activity was not
directed personally at the female applicant

but it did amount to sex discrimination on
the grounds of harassment. The respon-
dents were liable because of their failure to
take any action to prevent the discrimina-
tion. Using monitoring software to preven;
access to such sites would have been an
example of such action.

One of the most difficult aspects of any
policy is the extent of monitoring and inter-
ception. The current legal framework allows
an employer to have the ‘lawful authority’ 1o
monitor comtnunications in a limited num-
ber of circumstances (see the Regulation of
Investigatory Powers Act 2000 and the
Telecommunications  (Lawful  Business
Practice) (Interception of Communica-
tions) Regulations 2000 (SI 2000 No
2699)). These circumstances include inves-
tigating or detecting unauthorised use of the
system. An employer will also have lawful
authority’ where he has gained the consent
of both the sender and recipient of the com-
munication.

The most effective systems of monitoring
will be those both known about and con-
sented to by the employee and which inter-
fere minimally with the employees
functions.

An excessive and heavy handed approach
to monitoring is to he avoided. Not only may
an employee regard it as undue intexference
but it may also amount 10 a breach of the
implied term of the mutual duty of trust and
confidence. This, in turn, opens the door to
the employee to bring a claim for.construc-
tive distnissal. Various unions and the TUC
have already warned of the dangers moni-
toring causes to the employer/employee
relationship. The National Secretary from
the MSF said;

“Therhetoric of many employers is that

their employees are their greatest assels.

But they are treating their staff like they

are the company’s greatest enemy. [fan

employer doesn't trust you, then why
should you trust them?”

However it is not just employees who ate
objecting to this Big Brother type of moni-
toring. The Government was widely criti-
cised when it atmounced plans to extend the
number of agencies able to access docu-
ments recording an individuals use of the
internet and email under the Regulation of
Investigatory Powers Act 2000. The issue i
seen very much as one of human rights and
the need to protect an individuals right to
privacy as embodied in the Human Rights
Act 19968
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